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Setting the Stage:
he New Al Reality
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There is quiet Al revolution in &

your enterprise
Employees are already using Al tools, often without oversight

Example: Marketing team using ChatGPT to draft customer
communications, potentially exposing sensitive data
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Zendesk CX Trends 2025 Report found:
Use of shadow Al skyrockets up to 250%

Percent of agents using generative Al tools outside of what their company has provided or approved

CX Trends 2025
CX Trends 2024 70% 70%
49%
43%
33%
16% 14% 0
10%
Healthcare Retail Financial Services ~ Travel & Hospitality =~ Manufacturing
230% YoY growth 169% YoY growth 250% YoY growth 180% YoY growth 233% YoY growth
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49%

17%

Total
188% YoY growth

How often shadow Al tools are being used
by these agents

52%

Often

41% KL

Very often Rarely
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Technology Samsung Bans Staff’s Al Use After

https://www.bloomberg.com/news/articles/2023-05-02/samsung-bans-chatgpt-and-other-generative-ai-use-by-staff-after-
leak?embedded-checkout=true

e"temriseconnect’.com #EnterpriseConnect , @enterprisecon ~O 8%@%&8%




Free eBook:

s
Supercharge

Your Workday
With ChatGPT

£ . ) Understanding AI

“ and ChatGPT

“ Capabilities and Use Cases
“ Using ChatGPT at Work

£, Best Practices for
w Implementing ChatGPT

w What’s New in 2025

£°V Mastering Prompt
<

w Engineering

(7.1 100 ways to Try
ChatGPT Toda

https://www.hubspot.com/hubfs/%5Bebook%5D%20Superch
arge%20Your%20Workday%20with%20ChatGPT.pdf?
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Traditional IT governance isn't enough

Unique challenges of Al

* Speed: Al tools can process and generate enterprise data in
seconds

e Scale: A single prompt can expose massive amounts of
sensitive information

 Invisible risks: Data exposure through Al can be subtle and
hard to detect

* Integrations: Al is becoming embedded in standard
productivity tools
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Essential Elements of Al Governance

* Cross Functional Governance
- Data Protection and Privacy

* Tool Authorization Framework
 Employee Education

* Monitoring and Visibility
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Cross-functional Governance Model

The Al Governance Council

ClO: Technical oversight

CISO: Security guidance

Legal: Compliance verification
Privacy Officer: Data protection
Business Units: Use case validation
HR: Employment Policy

kenterpriseconnect.com #EnterpriseConnect , @enterprisecon

O

enterprise
CONNECT




Building Your Al Governance Program

The Three Pillars Approach

Technical Human
Framework | Controls Element
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Policy Framework

Clear guidelines for Al usage

« Acceptable Use Policy for Al tools
» Data Classification Guidelines

» Al Tool Selection Criteria

* Incident Response Procedures

Decision rights and accountability

Consequences for non-compliance
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Data Protection and Privacy

_ _ Top Secret top secres
Creating clear boundaries for Al data Confidential wSeepet
usage ~secret  (Classified

»Top Secret

. : Top Secret
The Classification Framework: o it

1. Public Data: Safe for Al experimentation
2. Internal Data: Requires approved Al tools [l SM}OQV Secret
3. Sensitive Data: Restricted Al usage %Cw@t _ wTop Secret
4. Critical Data: No Al exposure allowed e

* [op Secret
*‘Top Secret

Top Secret» confidential
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Tool Authorization Framework

The Al AppStore Approach:

Create an internal marketplace of approved Al tools, each vetted for:

- Data handling practices

- Security controls

- Compliance certifications
- Integration capabilities

((l!l@l‘\

kenterpriseconnect.com #EnterpriseConnect 3

b )




Tool Evaluation Matrix Sample

Criteria

SOC2 Compliance
API Controls
Audit Logging
SSO Integration
Protected Mode
Unbiased

Transparency/Explainability
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Human Element: Employee Education

* Training and awareness
programs

* Change management
strategies

* Building a responsible Al
culture
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Monitoring and Visibility

Balance between sgcurity *nd profluctivity

= Technical Implementation

- Applications that scan for ¢xisting Al in use

- APl gateways that scan forigensitive data patterns
- DLP systems configured for Al-specific scenarios

- Automated data classification tools
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Technical Controls

Authentication and authorization
Data protection mechanisms

Usage and adoption monitoring
Monitor Al performance
Track compliance
Evaluate impact

Manage
Implement controls
Respond to incidents
Optimize processes
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Guidelines and Frameworks
References for Al Governance

NIST Al Risk Management Framework (Al RMF 1.0) January 2023
Comprehensive guidance for managing Al risks in organizations
https://www.nist.gov/itl/ai-risk-management-framework

ISO/IEC 42001 Published: 2023
Artificial intelligence management systems requirements
Implementation Guide: Available through ISO

EU Al Act Framework (Final Version) December 2023
Global standard for Al regulation
Compliance Requirements: Risk-based approach to Al governance
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Your Turn!
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